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DELIBERATING IN A DEMOCRACY – VIDEO SURVEILLANCE
Deliberation question: Should Serbian law contain the provision providing for law enforcement officers to obtain the judge permission to access public surveillance cameras records?

International standards
International standards related to a prohibition against abusing all the information gathered by means of video and/or audio surveillance, thus implying respect of the right to privacy, are contained in international documents of the global and regional character. The global ones primarily refer to the Universal Declaration of Human Rights
 (Article 12) and the International Covenant on Civil and Political Rights
 (Article 17). The regional in particular refer to the European Convention on Human Rights and Fundamental Freedoms
 (Article 8), which as it seems, stipulates the most comprehensive international standard (“Everyone has the right to respect for his private and family life, his home and his correspondence. There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others”).
Domestic standards – Constitution of the Republic of Serbia
The Constitution of the Republic of Serbia
, Article 41:
“Confidentiality of letters and other means of communication shall be inviolable. Derogation shall be allowed only for a specified period of time and based on decision of the court if necessary to conduct criminal proceedings or protect the security of the Republic of Serbia, in a manner stipulated by the law.“

Therefore, derogations from the general rule implying confidentiality of the communication means are permitted only for a limited time and based on the court decision, solely in two cases- if considered a necessary measure for conducting criminal proceeding or for protecting security of the Republic of Serbia. Naturally, all issues related to the abovementioned ought to be regulated by the law.
Privacy protection is, besides confidentiality of letters and other means of communication, reflected in inviolability of one’s home. In that sense, the Serbian Consitution in Article 40 provides for the following:

 “A person’s home shall be inviolable. No one may enter a person’s home or other premises against the will of the tenant nor conduct a search therein. The tenant of the home or other premises shall have the right to be present during the search in person or through his legal representative together with two other witnesses who may not be under age.
Entering a person’s home or other premises, and in special cases conducting search without witnesses, shall be allowed without a court order if necessary for the purpose of immediate arrest and detention of a perpetrator of a criminal offence or to eliminate direct and grave danger to people or property in a manner stipulated by the law.“
Thereby, derogating from the rule of one’s home inviolability- entering into a person’s home or other premises and conducting search without the presence of the tenant or a witness, is possible only exceptionally, if considered a necessary measure in the following two cases- for the purpose of immediate arrest and detention of a perpetrator of a criminal offence or to eliminate direct and grave danger to people and property in a manner stupilated by the law. 
The Criminal Code, in Article 81, paragraph 1, besides the two abovementioned derogations from the home inviolability rule, i.e. immediate arrest or detention of a perpetrator of a criminal offence or eliminating direct and grave danger to people and property, introduced additional four derogations, thereby making the Criminal Code non-compliant with the Serbian Constitution.
Domestic standards – legislation 
The problem of the legislation non-complying with the Constitution is even more obvious in relation to confidentiality of the means of communication, having in mind that three laws regulate this subject matter in a mutually disharmonised manner.

So the Criminal Code
 (Article 146) regulates that the investigative judge may order surveillance and recording of telephone and other conversations or communications conducted via other technical means and optical recording i.e. locating in space and surveillance using electronic devices on the basis of the written and substantiated proposal of the public prosecutor. The subjects of surveillance may be persons suspected to have committed a criminal offence or, exceptionally, if special circumstances have been identified that imply that the criminal offence is under preparation. This Article of the Criminal Code also comprises the list of criminal offences it refers to, but the respective offences are presented either as crimes pertaining to a specific group of criminal offences (against constitutional order or humanity and international law) or as individual offences (e.g. murder, thuggery, robbery, etc). In all of these cases, the investigative judge issues an order for the secret audio and optical surveillance of the suspect, in which the person this measure is taken against is named, and so is the type of action and the manner of its enforcement, as well as the respective measure duration.
The law regulates the maximum duration of the measure of three months, with the possibility of extension for additional three months should the serious reasons therefore exist. The investigative judge’s order is enforced by the police, i.e. the Security Information Agency (BIA), supported logistically by the Post and other companies registered for information transfer. The measure of secret audio and optical surveillance may be conducted in any closed or open space. 
The material (recordings, report) compiled through the implementation of the audio and optical surveillance measure, as well as the video and audio records of entry into the suspect’s apartment or other premises that the police, i.e. BIA, are obligated to make, is submitted to the investigative judge who then forwards it to the public prosecutor (Article 147).
It is hereby necessary to underline the different objectives of the police and BIA when collecting data by means of audio and optical surveillance. The police (public police) apply this measure in order to supress classical crimes and gather evidence for the criminal proceeding, on basis of the already committed crime in most cases. They are focused on ordinary criminals, while the collected data are by rule available to the prosecution and judicial control. Contrary to that, BIA (Security Agency) applies this measure in order to collect data for protection of the state order, national security and vital national interests. 
The purpose of applying this measure is mainly preventive, i.e. the prevention of terrorist and extremist actions, etc. The Security Agency’s collected data is analysed, assessed and notified to the state leadership, but this data remains in archives of these agencies, that is, it is rarely being forwarded to the prosecutor’s office i.e. court.
If the public prosecutor concludes that the material received from the investigative judge is not usable for the needs of initiating or conducting the criminal proceeding, he proposes such material to be destroyed, whereas the investigative judge authorises and supervises the respective destruction process. The obligation to inform the person under surveillance about the gathered data is not envisaged (Article 147).
The Law on Security Agencies of the Republic of Serbia
 (Article 31) envisages a bit different solution stipulating that the order for the secret audio and optical surveillance must be issued by the court. Obligations of the respective agencies are defined, including the duty to inform a citizen, upon his/her written request, if they are being tapped/ recorded, whether the agencies keep records on their personal data, as well as to make this data available to them, but this does not apply to the data related to the agencies’ members and third parties (Article 34).
Finally, the Law on Security Intelligence Agency
 contains even more different solutions from those of the Criminal Code, for it provides for the measure of secret audio and optical surveillance to be ordered by the BIA Director based on the previous court decision. Here one should bear in mind that “the court“ implies the President of the Supreme Court of the Republic of Serbia or the substituting judge, and not the judicial council or the trial judge. Likewise, in case of emergency, and in particular in cases of domestic or international terrorism, the BIA director may make a decision to order enforcement of the respective measure with the previously obtained written approval from the President of the Supreme Court of the Republic of Serbia, i.e. authorised judge. The measure may be applied for six months, with the maximum possible extension of another six months.
This law does not contain provisions on the oversight of the tapping measure enforcement, nor provisions which would obligate BIA to inform citizens about the data collected in such a way.
Comparative experiences
The most experienced when it comes to enforcing the measure of secret audio and optical surveillance are the USA
 and Great Britain
, where the terrorist attack on the US on September 11, 2001, as well as the one in the London Underground, led to passing the set of anti-terrorist regulations and a rather consistent enforcement of their provisions. The Security Agencies and the police were delegated with broad powers to prohibit the mobile phone use, access to the Internet or e-mail or limit the freedom of movement to the persons considered suspects according to the assessment of these agencies.
London is the city with the largest number of video cameras, and therefore ordinary citizens are being recorded a few dozens of times when undertaking their regular daily activities. 

Concluding remarks
The need for the existence of audio and video surveillance is indisputable for general security reasons, and in particular, for the safety of traffic. The only disputable issue is that it must be secured that the competent authorities - the police and security agencies - do not use the data obtained in this way to violate the citizens’ right to privacy. Therefore, it might be better to rephrase the question for deliberation “Should the Serbian law contain the provision providing for the law enforcement officers to obtain the judge permission to access the public video surveillance records“ into “How to prevent the police, that is the security agency, from abusing the data obtained by means of the video surveillance cameras?“. One of the ways to prevent such an abuse in any case is the mandatory requirement to obtain the permission for accessing the respective data from the judge.
However, it is also necesary to continuously enforce other measures in order to additionally prevent the law enforcement agencies from abusing the data collected by audio and video surveillance in general, and the secret audio and video surveillance in particular, such as: existence of clear prohibition of abuse in situations regulated by the law, by-laws and general acts; compliance of the legislation, regulations and general acts with the Constitution of the Republic of Serbia and with one another; increased internal control; serious and effective external, democratic control; non-acceptance of data obtained by exceeding delegated powers or by any kind of the respective powers abuse in court and other proceedings; and effective punishment for the police and security service members and associates who have exceeded or abused their powers.
� Adopted and proclaimed by the UN General Assembly resolution 217 (III) of 10th December 1948. It is not to be ratified, since it is not an international treaty.


� Adopted and opened for signature, ratification and accession by the UN General Assembly resolution 2200 (XXI) of 16th December 1966, entered into force on 23rd March 1976, “Official Gazette FRY, International treaties “, no 7/71.


� Signed on 4th November 1950, entered into force on 3rd September 1953, “Official Gazette of Serbia and Montenegro, International treaties“, no 9/03


� “Official Gazette RS”, no 83/06 and 98/06


� “Official Gazette of RS”, no 83/06 and 98/06


� “Official Gazette of RS”, no 37/02 and “Official Gazette of Serbia and Montenegro”, no 17/04


� Official Gazette of RS”, no 42/02


� http://pr-usa.net/index.php?option=com_content&task=view&id=311824&Itemid=30


� http://news.bbc.co.uk/2/hi/uk_news/politics/6700577.stm


� http://www.guardian.co.uk/uk/2009/mar/02/westminster-cctv-system-privacy





PAGE  
2

